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Abstract—The emergence of fault-tolerant quantum 

computing poses an existential threat to contemporary public-

key infrastructure, as algorithms such as RSA and ECC rely on 

mathematical problems that are solvable in polynomial time via 

Shor's Algorithm. To address this vulnerability, this paper 

explores the development of digital signatures based on the NP-

complete k-colorable graph problem, which is mathematically 

guaranteed to resist quantum-computational attacks. The 

proposed scheme implements a Non-Interactive Zero-

Knowledge Proof to facilitate secure, standalone digital 

signatures without requiring interactive communication 

between the prover and verifier. By integrating the Fiat-Shamir 

Transformation, the protocol converts an interactive proof 

system into a static signature, effectively binding the proof to 

the message. The implementation demonstrates that iterative 

verification rounds can reduce the probability of successful 

forgery to an infinitesimally small value. Experimental testing 

confirms that the protocol maintains high integrity, successfully 

verifying authentic signatures while accurately rejecting 

modified or unauthorized inputs  

Keywords—quantum, cryptography, zero-knowledge-proofs, k-

colorable graphs 

I. INTRODUCTION 

The landscape of modern cybersecurity is built on the 
assumption that certain mathematical problems are 
computationally intractable. Currently, most widely used 
digital signature algorithms, such as RSA and Elliptic Curve 
Cryptography (ECC), rely on the foundational difficulty of 
integer factorization and the discrete logarithm problem. While 
these problems are classically secure, the rapid advancement of 
quantum computing poses an existential threat to these 
protocols. The development of fault-tolerant quantum hardware 
threatens to transform the digital security landscape by enabling 
the execution of Shor’s Algorithm, which allows a quantum 
computer to solve these specific number-theoretic problems in 
polynomial time. Once a quantum computer achieves a 
sufficient number of logical qubits, the mathematical 
"trapdoor" that secures our current public-key infrastructure 
will effectively vanish, enabling attackers to forge digital 
signatures and compromise data integrity.  

To mitigate this looming threat, the cryptographic 
community is actively exploring Post-Quantum Cryptography, 
with a particular focus on problems classified as NP-Complete. 
This paper aims to use k-colorable graph problems as an 
alternative to to the integer factorization problem since the k-
colorable graph problem (𝑘 ≥ 3) is considered NP-Complete 
which means it is mathematically guaranteed to require super 
polynomial (effectively exponential) time to be solved in the 
worst case. This means that it is resistant to attempts to solve it 
even with Quantum Computers. 

 

II. THEORETICAL BACKGROUND 

A. Digital Signature 

Digital signatures are a fundamental pillar of modern 

cybersecurity, serving as the functional equivalent of 

handwritten signatures or wax seals in the physical world. 

While a physical signature can be easily forged or altered, a 

digital signature utilizes complex cryptographic algorithms to 

link an identity to a specific piece of data. Its primary function 

is to provide three core security guarantees: authenticity, which 

proves the message originated from the claimed sender; 

integrity, which ensures the data has not been modified in 

transit; and non-repudiation, which prevents the signer from 

later denying the validity of the message. These guarantees are 

essential for secure digital communication, ranging from 

financial transactions and software updates to legally binding 

contracts [1]. 

The process of generating a digital signature begins 

with the signer using their private key, which must be kept 

strictly confidential. First, the original message is passed 

through a cryptographic hash function, such as SHA-256. This 

function creates a unique, fixed-length string of characters 

known as a "message digest," which acts as a digital fingerprint 

of the data. Even the slightest alteration to the original 

document would result in a completely different hash value. 

The signer then encrypts this digest using their private key. The 

resulting encrypted data is the digital signature, which is then 

attached to the message and sent to the recipient. 
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To verify the signature, the receiver performs a two-

part mathematical test. First, they use the sender's public key 

which is openly available to decrypt the attached signature, 

thereby revealing the original message digest. Simultaneously, 

the receiver takes the received message and passes it through 

the exact same hash function used by the sender to generate 

their own version of the digest. By comparing these two values, 

the receiver can determine the status of the data: if the hashes 

match perfectly, the message is confirmed to be authentic and 

untampered. If the hashes do not match, it serves as a 

cryptographic warning that the data was either modified or that 

the sender’s identity is not legitimate. 

Various algorithms provide the mathematical 

foundation for these signatures, with RSA and ECDSA being 

the most prominent. RSA relies on the difficulty of factoring 

large prime numbers, a method that has stood the test of time 

for its reliability. In contrast, the Elliptic Curve Digital 

Signature Algorithm (ECDSA) leverages the algebraic 

structure of elliptic curves. Because ECDSA can achieve the 

same level of security as RSA but with significantly smaller 

keys, it has become the preferred standard for modern 

applications where computational efficiency and memory are 

critical, such as in mobile devices, IoT hardware, and 

blockchain technology. 

 

B. Non-Interactive Zero-Knowledge-Proofs 

 At its core, a Zero-Knowledge Proof (ZKP) is a 
cryptographic protocol that enables a prover to convince a 
verifier that a specific statement is authentic without revealing 
the underlying secret [2]. Traditionally, this requires an 
interactive "challenge-response" dialogue: the prover sends a 
commitment, the verifier issues a random challenge, and the 
prover returns a response. This process must be repeated 
multiple times to ensure statistical confidence, which creates 
significant bottlenecks for modern, asynchronous infrastructure 
like decentralized networks or offline digital signatures, where 
the verifier and prover may not be able to engage in a back-and-
forth conversation. 

 Non-Interactive Zero-Knowledge Proofs (NIZKs) resolve 
these limitations by condensing the entire multi-round dialogue 
into a single, static message [3]. This transformation allows a 
prover to generate a signature that functions as a self-contained, 
verifiable proof that can be checked by anyone at any time 
without further communication. To enable this, NIZKs 
typically rely on a Common Reference String (CRS) or 
Common Random String model, where both parties have 
trusted access to a pre-generated, uniformly distributed random 
string [4]. This shared randomness provides an impartial 
foundation that ensures the verifier's challenges are 
unpredictable and consistent. 

 By utilizing the Fiat-Shamir Heuristic, this framework 
allows the prover to generate challenges locally, effectively 
"binding" the proof to the message being signed. This 
development is crucial for post-quantum security because it 

allows complex, NP-complete problems to be used as the basis 
for digital signatures. Because the verification is non-
interactive and mathematically tied to the specific message, this 
approach creates a robust, quantum-resistant signature scheme 
that eliminates the need for live stateful interaction while 
maintaining the high security standards required for future-
proof communication. 

Non-Interactive Zero-Knowledge-Proofs must satisfy three 
fundamental criteria [3] 

a. Completeness: If the statement is true and the prover 
is honest, a legitimate proof string will always cause 
the verifier to accept. 

b. Soundness: If the statement is false, no malicious 
prover can generate a forged proof string that will 
deceive the verifier to accept the signature. 

c. Zero Knowledge: The proof string leaks absolutely no 
computational knowledge regarding the witness 

 

C. Fiat-Shamir Transformation 

Fiat-Shamir Transformation or Fiat-Shamir Heuristics is a 

technique in cryptography used to convert an interactive proof 

system to a non-interactive system [5].  

A standard interactive “public coin” system follows three-

steps.  

a. Commitment: The prover provides a preliminary 

message (commitment) to the prover 

b. Challenge: The verifier chooses a truly random 

challenge from a public set and sends it to prover 

c. The prover computes a response based challenge, 

commitment, and secret witness/private key 

 

The Fiat-Shamir Transformation eliminates the verifier’s 

active role by forcing the prover to generate a challenge 

themselves, but in a way that prevents cheating. This process is 

done by putting a concatenation of the statement being 

proved(x) and the commitment(a) through a hash function [5]. 

 

𝑒 =  𝐻(𝑥 || 𝑎) 

 

Because the hash function is unpredictable, the prover 

cannot predict what e will be until they have committed to a. 

The prover then computes a response as normal. The entire 

proof/response is sent to the verifier alongside the a or e. The 

verifier receives the single message from the prover and hashes 

x and a on their own to compute e, and compares the result to 

the given e. If the resulting e is the same as the e given by the 

prover, then the message is authentic. If not, the message is not 

authentic [5]. 

 

D. Probability Problem and Power of Iteration 

The Probability Problem arises because a single round of a 

zero-knowledge proof is often statistically weak. If the graph 

used in the protocol has E edges, the soundness error, the 

probability that a prover can trick the verifier to accept a false 

proof, in a single round is proportional to 1/|E|. The Power of 
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Iteration lies in the exponential decay of the cheating 

probability. Because each round of the Fiat-Shamir-

transformed protocol is independent (due to the random oracle 

properties of the hash function), the trials are independent 

events.  

𝑃(𝐶ℎ𝑒𝑎𝑡𝑖𝑛𝑔 𝑆𝑢𝑐𝑐𝑒𝑠𝑠)  =  (1 −
1

|𝐸|
)

𝑛

, where E is the 

number of edges in the graph and n is the number of repetition 

or ”rounds”. 

 

E. Graph Theory 

Graph theory is a foundational branch of discrete 

mathematics and computer science dedicated to studying 

graphs; any system that involves interconnected elements that 

can be modeled, analyzed, and optimized [6]. 

A graph G is formally defined as an ordered pair 𝐺 =
 (𝑉, 𝐸), where V represents a set of vertices and E represents a 

set of edges that connect pairs of vertices. There are three types 

of graphs [6]. 

a. Undirected Graphs: A graph where edges have no 

orientation. The edge (u,v) is identical to the edge (v,u) 

[7]. 

b. Directed Graphs: A graph where edges have specific 

direction. The edge (u,v) denotes a link from u to v, but 

not vice versa [7]. 

c. Weighted Graphs. A graph where each edge is 

assigned a numerical value or “weight” [7]. 

 

F. k-Colorable Graphs Problem 

A k-Coloring of graph 𝐺 =  (𝑉, 𝐸) is a map c:V→S, such 
that 𝑐(𝑣) ≠  𝑐(𝑤) whenever v and w are adjacent. The elements 

S are called available colors [7]. Typically, a graph is 

considered k-colorable if there exist a coloring function 
c:V→{1,2,...,k} such that every edge (𝑢, 𝑣) ∈ 𝐸, the condition 

𝑐(𝑢) ≠  𝑐(𝑣) holds true. 

 

The complexity of determining whether a graph is k-

colorable varies based on the value of k. For k=1, it is trivial 

since only a null graph is 1-colorable. For k=2,  the problem 

can be solved in polynomial time using Breadth-First Search 

(BFS) or Depth-First Search (DFS). For any value of 𝑘 ≥ 3, the 

problem is considered NP-Complete [8]. 

 

III. IMPLEMENTATION METHOD 

A. Basic Description 

This digital signature scheme utilizes a Non-Interactive 

Zero-Knowledge Proof (NIZK) to provide post-quantum 

security. By leveraging the NP-complete nature of the k-

coloring problem, the system allows a prover to demonstrate 

possession of a valid secret coloring for a public graph G 

without revealing the underlying color assignment. To facilitate 

widespread application, the protocol employs the Fiat-Shamir 

Transformation, which effectively replaces the need for live 

interaction between prover and verifier of an interactive proof 

with a cryptographic hash. This transformation binds the 

signature to the message itself, enabling the prover to generate 

a standalone signature that any verifier can check at any time 

without further interaction.  

 

B. Setup 

The security of the scheme is established through a rigorous 

initialization process. 

1. Public Key: The public key consists of a large and 

complex graph 𝐺 =  (𝑉, 𝐸), where V is the set of 

vertices and E is the set of edges. The graph used must 

be sufficiently large and dense to ensure that solving 

the k-colorability of it computationally unfeasible 

even for a quantum computer 

2. Private Key: The prover must possess a valid k-

coloring of the public graph, an assignment of colors 

from the set {1,2,…,k} to each vertex in V, such that 

no two adjacent vertices share the same color.    

 

C. Signature Generation 

To sign a message M, the prover will need to do the 

following steps. 

1. Shuffle: The prover will randomly select a 

permutation of the k-coloring. This ensures that even 

if a cheater observes the revealed colors, they cannot 

 map them back to the original private key. 

2. Commitment: For every 𝑣 ∈ 𝑉, the prover hashes the 

coloring of the vertex (combined with a random salt) 

to create a commitment which essentially locks the 

colors to the node for the current iteration.  

3. Hash Challenge: The prover will use Fiat-Shamir 

transformation on the concatenation of all the 

commitments and the message to compute a challenge 

hash. 

𝐶ℎ𝑎𝑙𝑙𝑒𝑛𝑔𝑒 =  𝐻( 𝐶𝑜𝑚𝑚𝑖𝑡𝑚𝑒𝑛𝑡𝑠 || 𝑀) 

4. Select Edges: The resulting challenge hash is used to 

pseudo randomly select a set of edges from the graph. 

5. Package: The prover will construct a package 

containing the commitments, challenge_edges, and 

keys (used to unlock specific commitments as proof) 

 

D. Verifying Signature 

To verify a message M, the verifier will need to do the 

following steps. 

a. Recompute: on receiving the signature, the verifier 

first recomputes the challenge string using the 

provided commitments and the message M provided 

by the prover.  

b. Compare: The verifier then compares this recomputed 

value with the challenge included in the signature 

package. If the two match, it proves the prover 

followed the deterministic Fiat-Shamir process.  
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c. Validate: The verifier will then use the keys given to 

unlock the specific commitments. They then confirm 

the opened values are consistent with the original 

commitments and verify that the revealed colors are 

valid and different (obeying the graph coloring rule).  

d. Decision: If all conditions are met, the message is 

accepted 

 

E. Repetition  

To ensure the integrity of the cryptographic process and 

mitigate the risk of a "cheating" prover the protocol 

incorporates an iterative verification mechanism. Rather than 

relying on a single, isolated transaction, the Signature 

Generation and Signature Verification processes are executed 

over N independent rounds. In this iterative framework, the 

prover must demonstrate their knowledge of the secret k-

coloring solution in every single iteration. This process 

functions as a zero-knowledge proof of knowledge, where the 

repetition serves to reduce the probability of a successful 

forgery to an infinitesimally small value based on the 

Probability Problem and the Power of Iteration. 

 

 

IV. IMPLEMENTATION IN PYTHON  

The implementation of this protocol was done in python 

utilizing 2 main libraries, hashlib for the cryptographic  hashing 

(SHA-256) and secrets for cryptographically secure pseudo-

random number generation. These built-in libraries were 

selected to ensure auditability and to avoid vulnerabilities 

associated with third-party dependencies.  

The graph is represented as an edge list (a list of tuples), 

providing an efficient way to iterate over connections. For 

simplicity, the implementation uses a small 4 vertices and 7 

edge graph. The coloring mappings utilize dictionaries, offering 

O(1) average time complexity for vertex-to-color lookups, 

which is essential for rapid proof generation and verification.  

 
Fig 4.1 Graph Used as Public Key in Implementation 

A. Commitment Generation  

 To prevent brute-force attacks on the commitment hashes, 

every vertex assignment includes a 128-bit salt generated via 

secrets.token_hex. This prevents an adversary from pre-

computing hashes for all possible color combinations. We 

prioritize secrets over random because the latter is deterministic 

and unsuitable for cryptographic operations. 

 
Fig 4.2 Commitment Generation Code 

B. Fiat-Shamir Transformation, Edge Selection, and Proof 

Packaging 

 The transformation was implemented by concatenating the 

serialized commitments with the input message. The resulting 

hex digest is converted to an integer and mapped to a graph 

edge. This ensures that the challenge is both deterministic and 

unpredictable to the prover. A proof package is then generated 

in the form a dictionary that contains commitments, challenge 

edges, and the revealed data 

 
Fig 4.3 Fiat-Shamir Transformation, Edge Selection, and Proof Packaging 

Code 

  

C. Verification Process 

The verification process starts by reconstructing the 

challenge edge using Fiat-Shamir Transformation and 

confirming that the edges computed are the same as the ones 

given. It then checks if the recomputed commitments of the 

challenge edges and the given ones are equal. Finally, it checks 

if the colors of the edges follow the graph coloring rule.  
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Fig 4.4 Verification Function 

 

V. TESTING 

 To validate the integrity and effectiveness of the proposed 

Non-Interactive Zero-Knowledge (NIZK) signature scheme, a 

testing framework was established to evaluate the protocol’s 

performance across a diverse range of scenarios. These test 

cases were designed to simulate both authorized and 

unauthorized inputs, ensuring that the scheme functions reliably 

under ideal conditions while remaining resilient against 

adversarial attempts to manipulate the system. By 

systematically iterating through these inputs, we confirmed that 

the protocol correctly manages signature verification and, 

crucially, accurately identifies even the most subtle 

inconsistencies within the input data. 

 The experimental phase involved subjecting the system to a 

series of "positive" or accepted tests, where valid signatures 

generated by legitimate private keys were submitted for 

verification. These tests aimed to establish a baseline for 

successful identification, ensuring that authorized signatures 

are consistently accepted without false negatives. 

Complementing these are the "negative" or rejected tests, which 

involve the deliberate introduction of malicious or corrupted 

inputs. This included data that had been intentionally modified 

post-signature, signatures generated with incorrect or non-

matching private keys, and completely malformed 

cryptographic packets. In each instance, the system was 

required to cross-reference the input against the stored public 

parameters, consistently triggering a rejection mechanism when 

the data failed to satisfy the underlying zero-knowledge proof 

requirements. 

 

A. Accepted Cases 

 The signature given to the verifier should be accepted so 

verification will be successful. 

Test Case Input:  

Message: “Lorem ipsum dolor sit amet, consectetur 

adipiscing elit, sed do eiusmod tempor incididunt ut 

labore et dolore magna aliqua. Ut enim ad minim 

veniam, quis nostrud exercitation ullamco laboris nisi 

ut aliquip ex ea commodo consequat ” 

N = 3 

 
 Fig 4.5 Result of Test Case Success Part 1 

 
 Fig 4.5 Result of Test Case Success Part 2 

B. Rejected Cases 

1. Test Case Failure 1 

 The signature given to the verifier should be rejected since 

the message given to the verifier is different from given to the 

prover 

Message Prover: “Discrete Mathematics” 

Message Verifier: “Calculus” 

N = 2 

 
 Fig 4.5 Result of Test Case Failure 1 

 

2. Test Case Failure 1 

 The signature given to the verifier should be rejected since 

the message given to the verifier is different from given to the 

prover by 1 character 

Message Prover: “ABCD” 

Message Verifier: “ABCS” 

N = 2 

 
 Fig 4.5 Result of Test Case Failure 2 
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VI. EVALUATION 

 The evaluation of the implemented program demonstrates a 

high degree of technical diligence in its adherence to secure 

cryptographic practices. By exclusively utilizing Python's built-

in libraries, the implementation prioritizes auditability and 

eliminates potential attack vectors associated with third-party 

dependencies. The design choices reflect a focus on 

performance, as the use of an edge list for graph representation 

and dictionary-based mappings for color lookups allows for an 

average time complexity of O(1), which is critical for ensuring 

that proof generation and verification remain efficient even as 

the graph complexity scales. 

 

 Security was further bolstered by incorporating a 128-bit salt 

for every vertex assignment during the commitment phase. This 

addition of a salt, generated via secrets.token_hex, serves as a 

vital safeguard against pre-computation attacks where an 

adversary might attempt to build hash tables for all possible 

color combinations. By prioritizing the secrets library over 

standard random modules, the program ensures that the 

underlying values are non-deterministic and suitable for 

cryptographic operations, thereby creating a robust defense 

against brute-force attempts on commitment hashes. 

 

 The testing phase confirms that the protocol functions 

reliably under varied conditions, successfully differentiating 

between authentic and forged signatures. In scenarios where the 

message and graph coloring matched, the verification process 

consistently returned a "Valid Proof!" status. Conversely, the 

system demonstrated precise sensitivity to data integrity by 

rejecting signatures that were modified by even a single 

character, as well as cases where the message signed by the 

prover failed to correspond to the one presented to the verifier. 

This testing confirms that the Fiat-Shamir transformation and 

the edge selection mechanisms are correctly implemented to 

maintain the strict integrity of the digital signature. 

 

VII. CONCLUSION 

 The research concludes that the proposed non-interactive 

zero-knowledge proof (NIZK) scheme provides a viable 

pathway toward quantum-resistant digital security. By 

leveraging the NP-complete difficulty of the k-colorable graph 

problem, the scheme bypasses the algebraic vulnerabilities 

inherent in RSA and ECC, which are susceptible to Shor’s 

algorithm on future quantum hardware. 

 The integration of the Fiat-Shamir Transformation 

effectively resolves the communication bottlenecks associated 

with traditional interactive proofs. By transforming an 

interactive system into a static, standalone signature, the 

protocol achieves the flexibility required for modern 

asynchronous environments, such as decentralized networks. 

Ultimately, by enforcing strict iterative verification rounds, the 

protocol maintains a mathematically sound security threshold 

that reduces the probability of successful forgery to an 

infinitesimally small value, ensuring the scheme remains 

resilient against both classical and quantum-computational 

adversaries. 
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